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_ Introduction

Introduction

With the introduction of new devices and extended character sets, new features may be added to this 0
International Standard. Subclauses in the language and library clauses warn implementors and programmers
of usages which, though valid in themselves, may conflict with future additions.

Certain features are obsolescent, which means that they may be considered for withdrawal in future revisions
of this International Standard. They are retained because of their widespread use, but their use in new
implementations (for implementation features) or new programs (for language [6.11] or library features [7.26])
is discouraged.

This International Standard is divided into four major subdivisions:

— preliminary elements (clauses 1—4);

— the characteristics of environments that translate and execute C programs (clause 5);

— the language syntax, constraints, and semantics (clause 6);

— the library facilities (clause 7).

Examples are provided to illustrate possible forms of the constructions described. Footnotes are provided to
emphasize consequences of the rules described in that subclause or elsewhere in this International Standard.
References are used to refer to other related subclauses. Recommendations are provided to give advice or
guidance to implementors. Annexes provide additional information and summarize the information contained
in this International Standard. A bibliography lists documents that were referred to during the preparation of
the standard.

The language clause (clause 6) is derived from “The C Reference Manual’.

The library clause (clause 7) is based on the 1984 /usr/group Standard.
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Commentary

This book is about the latest version of the C Standard, ISO/IEC 9899:1999 plus TC1, TC2 and TC3 (these
contain wording changes derived from WG14’s responses to defect reports). It is structured as a detailed, o defect report
systematic analysis of that entire language standard (clauses 1-6 in detail; clause 7, the library, is only
covered briefly). A few higher-level themes run through all this detail, these are elaborated on below. This
book is driven by existing developer practices, not ideal developer practices (whatever they might be). How
developers use computer languages is not the only important issue; the writing of translators for them and
the characteristics of the hosts on which they have to be executed are also a big influence on the language
specification.

Every sentence in the C Standard appears in this book (under the section heading C99). Each of these
sentences are followed by a Commentary section, and sections dealing with C90, C++, Other Languages,
Common Implementations, Coding Guidelines, Example, and Usage as appropriate. A discussion of each of
these sections follows.

Discussions about the C language (indeed all computer languages), by developers, are often strongly
influenced by the implementations they happen to use. Other factors include the knowledge, beliefs and
biases (commonly known as folklore, or idiom) acquired during whatever formal education or training
developers have had and the culture of the group that they current work within. In an attempt to simplify o culture of C
discussions your author has attempted to separate out these various threads.

Your author has found that a common complaint made about his discussion of C is that it centers on what
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_ Introduction 1 Effort invested in producing the C Standard

the standard says, not on how particular groups of developers use the language. No apology is made for this
outlook. There can be no widespread discussion about C until all the different groups of developers start
using consistent terminology, which might as well be that of the standard. While it is true that your author’s
involvement in the C Standards’ process and association with other like-minded people has resulted in a
strong interest in unusual cases that rarely, if ever, occur in practice, he promises to try to limit himself to
situations that occur in practice, or at least only use the more obscure cases when they help to illuminate the
meaning or intent of the C Standard.

No apologies are given for limiting the discussion of language extensions. If you want to learn the details
of specific extensions, read your vendor’s manuals.

Always remember the definitive definition is what the words in the C Standard say. In responding to defect

defectreporto  reports the C committee have at times used the phrase the intent of the Committee. This phrase has been

used when the wording in the standard is open to more than one possible interpretation and where committee
members can recall discussions (via submitted papers, committee minutes, or committee email) in which the
intent was expressed. The Committee has generally resisted suggestions to rewrite existing, unambiguous,
wording to reflect intent (when the wording has been found to specify different behavior than originally
intended).

Rationale As well as creating a standards document the C committee also produced a rationale. This rationale document
provides background information on the thinking behind decisions made by the Committee.

Wording that appears within a sectioned area like this wording is a direct quote from the rationale (the
document used was WG14/N937, dated 17 March 2001).

No standard is perfect (even formally defined languages contain mistakes and ambiguities?'!). There is a
defectreporto  mechanism for clarifying the wording in ISO standards, defect reports (DRs as they are commonly called).
The text of C99 DRs are called out where applicable.

1 Effort invested in producing the C Standard

The ANSI Committee which produced C90, grew from 13 members at the inaugural meeting, in June 1983,
to around 200 members just prior to publication of the first Standard. During the early years about 20 people
would attend meetings. There was a big increase in numbers once drafts started to be sent out for public
review and meeting attendance increased to 50 to 60 people. Meetings occurred four times a year for six
years and lasted a week (in the early years meetings did not always last a week). People probably had to put,
say, a week’s effort into reading papers and preparing their positions before a meeting. So in round numbers
let’s say:

(20 people x 1.3 weeks x 3 meetings x 1 years) +
(20 people x 1.7 weeks x 4 meetings x 2 years) +
(50 people x 2.0 weeks x 4 meetings x 3 years) = 1,540 person weeks (not quite 30 years)

What about the 140 people not included in this calculation— how much time did they invest? If they spent
just a week a year keeping up with the major issues, then we have 16 person years of effort. On top of this
we have the language users and implementors reviewing drafts that were made available for public review.
Not all these sent in comments to the Committee, but it is not hard to imagine at least another 4 person years
of effort. This gives the conservative figure of 50 person years of effort to produce C90.

Between the publication of C90 and starting work on the revision of C99, the C committee met twice a
year for three days; meeting attendance tended to vary between 10 and 20. There was also a significant rise
in the use of email during this period. There tended to be less preparation work that needed to be done before
meetings— say 2 person years of effort.

The C99 work was done at the ISO level, with the USA providing most of the active committee membership.
The Committee met twice a year for five years. Membership numbers were lower, at about 20 per meeting.
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Figure 0.1: The ISO Technical Committee structure— JTC (Joint Technical Committee, with the IEC in this case), TC (Technical
Committee), SC (Standards Committee), WG (Working Group).

This gives a figure of 8 person years. During development of C99 there was a significant amount of discussion
on the C Standard’s email list; just a week per year equates to more than 2 person years (the UK and Japanese
national bodies had active working groups, many of whose members did not attend meetings).

Adding these numbers up gives a conservative total of 62 person years of effort that was invested in the
C99 document. This calculation does not include the cost of travelling or any support cost (the document
duplication bill for one committee mailing was approximately $5,000).

The C committee structure ISO

The three letters ISO are said to be derived from the Greek isos, meaning “the same” (the official English
term used is International Organization for Standardization, not a permutation of these words that gives the
ordering ISO). Countries pay to be members of ISO (or to be exact, standards organizations in different
countries pay). The size of the payment depends on a country’s gross domestic product (a measure of
economic size) and the number of ISO committees they want to actively participate in. Within each country,
standards’ bodies (there can be more than one) organize themselves in different ways. In many countries it is
possible for their national standards’ body(s) to issue a document as a standard in that country. The initial
standards work on C was carried out by one such national body — ANSI (American National Standards
Institute). The document they published was only a standard in the USA. This document subsequently went
through the process to become an International Standard. As of January 2003, ISO has 138 national standards oX3J11
bodies as members, a turnover of 150 million Swiss Francs, and has published 13,736 International Standards
(by 188 technical committees, 550 subcommittees, and 2,937 working groups)(see Figure 0.1).

The documents published by ISO may be formally labeled as having a particular status. These labels
include Standard, Technical Report (Type 1, 2, or 3), and a draft of one of these kinds of documents (there
are also various levels of draft). The documents most commonly seen by the public are Standards and Type
2 Technical Reports. A Type 2 Technical Report (usually referred to as simply a TR) is a document that
is believed to be worth publishing as an ISO Standard, but the material is not yet sufficiently mature to be
published as a standard. It is a kind of standard in waiting.
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_ Introduction 2 Updates to C90

C90
C90 was the first version of the C Standard, known as ISO/IEC 9899:1990(E) (Ritchie!*3!! gives a history of
prestandard development). It has now been officially superseded by C99. The C90 sections ask the question:
What are the differences, if any, between the C90 Standard and the new C99 Standard?
Text such this occurs (with a bar in the margin) when a change of wording can lead to a developer visible
change in behavior of a program.

Possible differences include:

* (90 said X was black, C99 says X is white.
* (99 has relaxed a requirement specified in C90.
* (99 has tightened a requirement specified in C90.

* (99 contains a construct that was not supported in C90.

If a construct is new in C99 this fact is only pointed out in the first sentence of any paragraph discussing
it. This section is omitted if the wording is identical (word for word, or there are minor word changes that
do not change the semantics) to that given in C99. Sometimes sentences have remained the same but have
changed their location in the document. Such changes have not been highlighted.

X3J11 The first C Standard was created by the US ANSI Committee X3J11 (since renamed as NCITS J11). This
document is sometimes called C89 after its year of publication as an ANSI standard (The shell and utilities
portion of POSIX!'33! specifies a 89 command, even although this standard references the ISO C Standard,
not the ANSI one.). The published document was known as ANSI X3.159-1989.

This ANSI standard document was submitted, in 1990, to ISO for ratification as an International Standard.
Some minor editorial changes needed to be made to the document to accommodate ISO rules (a sed script
was used to make the changes to the troff sources from which the camera-ready copy of the ANSI and ISO
standards was created). For instance, the word Standard was replaced by International Standard and some
major section numbers were changed. More significantly, the Rationale ceased to be included as part of the
document (and the list of names of the committee members was removed). After publication of this ISO
standard in 1990, ANSI went through its procedures for withdrawing their original document and adopting
the ISO Standard. Subsequent purchasers of the ANSI standard see, for instance, the words International
Standard not just Standard.

2 Updates to C90

defect report Part of the responsibility of an ISO Working Group is to provide answers to queries raised against any
published standard they are responsible for. During the early 1990s, the appropriate ISO procedure seemed
to be the one dealing with defects, and it was decided to create a Defect Report log (entries are commonly
known as DRs). These procedures were subsequently updated and defect reports were renamed interpretation
requests by ISO. The C committee continues to use the term defect and DR, as well as the new term
interpretation request.

Standards Committees try to work toward a publication schedule. As the (self-imposed) deadline for
publication of the C Standard grew nearer, several issues remained outstanding. Rather than delay the
publication date, it was agreed that these issues should be the subject of an Amendment to the Standard.
The purpose of this Amendment was to address issues from Denmark (readable trigraphs), Japan (additional
support for wide character handling), and the UK (tightening up the specification of some constructs whose
wording was considered to be ambiguous). The title of the Amendment was C Integrity.

As work on DRs (this is how they continue to be referenced in the official WG14 log) progressed, it
became apparent that the issues raised by the UK, to be handled by the Amendment, were best dealt with
via these same procedures. It was agreed that the UK work item would be taken out of the Amendment and
converted into a series of DRs. The title of the Amendment remained the same even though the material that
promoted the choice of title was no longer included within it.
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To provide visibility for those cases in which a question had uncovered problems with wording in the
published standard the Committee decided to publish collections of DRs. The ISO document containing such
corrections is known as a Technical Corrigendum (7C) and two were published for C90. A TC is normative
and contains edits to the existing standard’s wording only, not the original question or any rationale behind
the decision reached. An alternative to a TC is a Record of Response (RR), a non-normative document.

Wording from the Amendment, the TCs and decisions on defect reports that had not been formally
published were integrated into the body of the C99 document.

A determined group of members of X3J11, the ANSI Committee, felt that C could be made more attractive
to numerical programmers. To this end it was agreed that this Committee should work toward producing a
technical report dealing with numerical issues.

The Numerical C Extensions Group (NCEG) was formed on May 10, 1989; its official designation was NCEG
X3J11.1. The group was disbanded on January 4, 1994. The group produced a number of internal, committee
reports, but no officially recognized Technical Reports were produced. Topics covered included: compound
literals and designation initializers, extended integers via a header, complex arithmetic, restricted pointers,
variable length arrays, data parallel C extensions (a considerable amount of time was spent on discussing the
merits of different approaches), and floating-point C extensions. Many of these reports were used as the base
documents for constructs introduced into C99. base docu-

Support for parallel threads of execution was not addressed by NCEG because there was already an ANSI
Committee, X3HS5, working toward standardizing a parallelism model and Fortran and C language bindings
to it.

C+

Many developers view C+ as a superset of C and expect to be able to migrate C code to C+. While this
book does not get involved in discussing the major redesigns that are likely to be needed to make effective
use of C+, it does do its best to dispel the myth of C being a subset of C++. There may be a language that
is common to both, but these sections tend to concentrate on the issues that need to be considered when
translating C source using a C++ translator.

What does the C++ Standard, ISO/IEC 14882:1998(E), have to say about constructs that are in C99?

» Wording is identical. Say no more.

» Wording is similar. Slight English grammar differences, use of terminology differences and other
minor issues. These are sometimes pointed out.

» Wording is different but has the same meaning. The sequence of words is too different to claim they
are the same. But the meaning appears to be the same. These are not pointed out unless they highlight
a C+ view of the world that is different from C.

» Wording is different and has a different meaning. Here the C+ wording is quoted, along with a
discussion of the differences.

* No C+ sentence can be associated with a C99 sentence. This often occurs because of a construct that
does not appear in the C++ Standard and this has been pointed out in a previous sentence occurring
before this derived sentence.

There is a stylized form used to comment source code associated with C— /+ behavior */— and Ct++—
// behavior.

The precursor to C+ was known as C with Classes. While it was being developed C+ existed in an
environment where there was extensive C expertise and C source code. Attempts by Stroustrup to introduce
incompatibilities were met by complaints from his users.[*3]

The intertwining of C and C++, in developers mind-sets, in vendors shipping a single translator with a
language selection option, and in the coexistence of translation units written in either language making up
one program means that it is necessary to describe any differences between the two.
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The April 1989 meeting of WG14 was asked two questions by ISO: (1) should the C+ language be
standardized, and (2) was WG14 the Committee that should do the work? The decision on (1) was very
close, some arguing that C+ had not yet matured sufficiently to warrant being standardized, others arguing
that working toward a standard would stabilize the language (constant changes to its specification and
implementation were causing headaches for developers using it for mission-critical applications). Having
agreed that there should be a C+ Standard WG14 was almost unanimous in stating that they were not the
Committee that should create the standard. During April 1991 WG21, the ISO C++ Standard’s Committee
was formed; they met for the first time two months later.

In places additional background information on C++ is provided. Particularly where different concepts, or
terminology, are used to describe what is essentially the same behavior.

In a few places constructs available in C+, but not C, are described. The rationale for this is that a C
developer, only having a C++ translator to work with, might accidentally use a C++ construct. Many C++
translators offer a C compatibility mode, which often does little more than switch off support for a few C++
constructs. This description may also provide some background about why things are different in C++.

Everybody has a view point, even the creator of C++, Bjarne Stroustrup. But the final say belongs to the
standards’ body that oversees the development of language standards, SC22. The following was the initial
position.

Resolutions Prepared at the Plenary Meeting of
ISO/IEC JTC 1/5C22
Vienna, Austria
September 23-29, 1991
Resolution AK Differences between C and C++

Notwithstanding that C and C++ are separate languages, ISO/IEC JTC1/SC22 directs WG21 to document
differences in accordance with ISO/IEC TR 10176.

Resolution AL WG 14 (C) and WG21 (C+t) Coordination

While recognizing the need to preserve the respective and different goals of C and C++, ISO/IEC JTC1/SC22
directs WG14 and WG21 to ensure, in current and future development of their respective languages, that
differences between C and C++ are kept to the minimum. The word "differences" is taken to refer to strictly
conforming programs of C which either are invalid programs in C++ or have different semantics in C++.

This position was updated after work on the first C+ Standard had been completed, but too late to have any
major impact on the revision of the C Standard.

Resolutions Prepared at the Eleventh Plenary Meeting of
ISO/IEC JTC 1/5C22
Snekkersten, Denmark
August 24-27, 1998
Resolution 98-6: Relationship Between the Work of WG21 and that of WG 14

Recognizing that the user communities of the C and C+t languages are becoming increasingly divergent,
ISO/IEC JTC 1/SC22 authorizes WG21 to carry out future revisions of ISO/IEC 14882:1998 (Programming
Language C++) without necessarily adopting new C language features contained in the current revision to
ISO/IEC 9899:1990 (Programming Language C) or any future revisions thereof.

ISO/IEC JTC 1/SC22 encourages WG 14 and WG21 to continue their close cooperation in the future.
Other Languages
Why are other languages discussed in this book? Developers are unlikely to spend their entire working life

using a single language (perhaps some Cobol and Fortran programmers may soon achieve this).
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C is not the only programming language in the world (although some developers act as if it were).
Characteristics of other languages can help sharpen a developer’s comprehension of the spirit (design, flavor,
world-view) of C. Some of C’s constructs could have been selected in several alternative ways, others
interrelate to each other.

The functionality available in C can affect the way an algorithm is coded (not forgetting individual personal
differences?6%3631). Sections of source may only be written that way because that is how things are done in
C; they may be written differently, and have different execution time characteristics,’**¥ in other languages.
Appreciating the effects of C language features in the source they write can be very difficult for developers to
do; rather like a fish trying to understand the difference between water and dry land.

Some constructs are almost universal to all programming languages, others are unique to C (and often
C++). Some constructs are common to a particular class of languages— algorithmic, functional, imperative,
formal, and so on. The way things are done in C is not always the only way of achieving the same result, or
the same algorithmic effect. Sometimes C is unique. Sometimes C is similar to what other languages do.
Sometimes there are languages that do things very differently from C, either in implementing the same idea,
or in having a different view of the world.

It is not the intent to claim that C or any other language is better or worse because it has a particular design
philosophy, or contains a particular construct. Neither is this subsection intended as a survey of what other
languages do. No attempt is made to discuss any other language in any way apart from how it is similar or
different from C. Other languages are looked at from the C point of view.

Developers moving from C to another language will, for a year or so (or longer depending on the time
spent using the new language), tend to use that language in a C-like style (much the same as people learning
English tend to initially use the grammar and pronunciations of their native language; something that fluent
speakers have no trouble hearing).

Your author’s experience with many C developers is that they tend to have a C is the only language worth
knowing attitude. This section is unlikely to change that view and does not seek to. Some knowledge of how
other languages do things never hurt.

There are a few languages that have stood the test of time, Cobol and Fortran for example. While Pascal
and Ada may have had a strong influence on the thinking about how to write maintainable, robust code,
they have come and gone in a relatively short period of time. At the time of this writing there are six
implementations of Ada 95. A 1995 survey!!”3! of language usage found 49.5 million lines of Ada 83 (C89
32.5 million, other languages 66.18 million) in DoD weapon systems. The lack of interest in the Pascal
standard is causing people to ask whether it should be withdrawn as a recognized standard (ISO rules require
that a standard be reviewed every five years). The Java language is making inroads into the embedded
systems market (the promise of it becoming the lingua franca of the Internet does not seem to have occurred).
It is also trendy, which keeps it in the public eye. Lisp continues to have a dedicated user base 40 years after
its creation. A paper praising its use, over C, has even been written.[!2!]

The references for the other languages mentioned in this book are: Ada,!'8! Algol 68,1473 APL,!1%4
BCPL,1378 CHILL,['%¢1 Cobol,!'8!! Fortran,'87! Lisp“92] (Scheme?!'"1), Modula-2,1%1 Pascal, 18] Per],[485]
PL/1,1'81 Snobol 4,1'32] and SQL.!!88!

References for the implementation of languages that have significant differences from C include APL,D>!
functional languages,’**’! and ML.'8!

Common Implementations

3 Introduction

This subsection gives an overview of translator implementation issues. The specific details are discussed in
the relevant sentence. The following are the main issues.

* Translation environment. This environment is defined very broadly here. It not only includes the
language specification (dialects and common extensions), but customer expectations, known translation
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Figure 0.2: Outline history of the C language and a few long-lived languages. (Backus/?!! describes the earliest history of
Fortran.)
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technology and the resources available to develop and maintain translators. Like any other application
development project, translators have to be written to a budget and time scale.

» Execution environment. This includes the characteristics of the processor that will execute the program
image (instruction set, number of registers, memory access characteristics, etc.), and the runtime
interface to the host environment (storage allocation, function calling conventions, etc.).

* Measuring implementations. Measurements on the internal working of translators is not usually
published. However, the execution time characteristics of programs, using particular implementations,
is of great interest to developers and extensive measurements are made (many of which have been
published).

4 Translation environment

The translation environment is where developers consider their interaction with an implementation to occur.
Any requirement that has existed for a long period of time (translators, for a variety of languages, have existed
for more than 40 years; C for 25 years) establishes practices for how things should be done, accumulates a
set of customer expectations, and offers potential commercial opportunities.

Although the characteristics of the language that need to be translated have not changed significantly,
several other important factors have changed. The resources available to a translator have significantly
increased and the characteristics of the target processors continue to change. This increase in resources and
need to handle new processor characteristics has created an active code optimization research community.

4.1 Developer expectations

Developers have expectations about what language constructs mean and how implementations will process developer
them. At the very least developers expect a translator to accept their existing source code and generate to a expectations
program image from it, the execution time behavior being effectively the same as the last implementation
they used. Implementation vendors want to meet developer expectations whenever possible; it reduces the
support overhead and makes for happier customers. Authors of translators spend a lot of time discussing
what their customers expect of their product; however, detailed surveys of customer requirements are rarely
carried out. What is available is existing source code. It is this existing code base that is often taken as
representing developers expectations (translators should handle it without complaint, creating programs that
deliver the expected behavior).
Three commonly encountered expectations are good performance, low code expansion ratio, and no
surprising behavior; the following describes these expectations in more detail.

1. C has a reputation for efficiency. It is possible to write programs that come close to making optimum
usage of processor resources. Writing such code manually relies on knowledge of the processor and
how the translator used maps constructs to machine code. Very few developers know enough about
these subjects to be able to consistently write very efficient programs. Your author sometimes has
trouble predicting the machine code that would be generated when using the compilers he had written.
As a general rule, your author finds it safe to say that any ideas developers have about the most efficient
construct to use, at the statement level, are wrong. A cost effective solution is to not worry about
statement level efficiency issues and let the translator look after things.

2. C has a reputation for compactness. The ratio of machine code instructions per C statement is often
a small number compared to other languages. It could be said that C is a WYSIWYG language, the
mapping from C statement to machine code being simple and obvious (leaving aside what an optimizer
might subsequently do). This expectation was used by some members of WG14 as an argument against
allowing the equality operator to have operands with structure type; a single operator potentially
causing a large amount of code, a comparison for each member, to be generated. The introduction of function
the inline function-specifier has undermined this expectation to some degree (depending on whether specifier
inline is thought of as a replacement for function-like macros, or the inlining of functions that would :u:éztj[g"ke
not have been implemented as macros).
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3. C has a reputation for being a consistent language. Developers can usually predict the behavior of the
code they write. There are few dark corners whose accidental usage can cause constructs to behave in
unexpected ways. While the C committee can never guarantee that there would never be any surprising
behaviors, it did invest effort in trying to ensure that the least-surprising behaviors occurred.

4.2 The language specification

The C Standard does not specify everything that an implementation of it has to do. Neither does it prevent
vendors from adding their own extensions. C is not a registered trademark that is policed to ensure
implementations follow its requirements; unlike Ada, which until recently was a registered trademark, owned
by the US Department of Defense, which required that an implementation pass a formal validation procedure
before allowing it to be called Ada. The C language also has a history— it existed for 13 years before a
formally recognized standard was ratified.

The commercial environments in which C was originally used have had some influence on its specification.
The C language started life on comparatively small platforms and the source code of a translator (pcc, the
portable C compiler!) was available for less than the cost of writing a new one. Smaller hardware vendors
without an established customer base, were keen to promote portability of applications to their platform.
Thus, there were very few widely accepted extensions to the base language. In this environment vendors
tended to compete more in the area of available library functions. For this reason, significant developer
communities, using different dialects of C, were not created. Established hardware vendors are not averse to
adding language extensions specific to their platforms, which resulted in several widely used dialects of both
Cobol and Fortran.

Implementation vendors have found that they can provide a product that simply follows the requirements
contained in the C Standard. While some vendors have supplied options to support for some prestandard
language features, the number of these features is small.

Although old source code is rarely rewritten, it still needs a host to run on. The replacement of old hosts
by newer ones means that either existing source has to be ported, or new software acquired. In both cases
it is likely that the use of prestandard C constructs will diminish. Many of the programs making use of C
language dialects, so common in the 1980s, are now usually only seen executing on very old hosts. The few
exceptions are discussed in the relevant sentences.

4.3 Implementation products
Translators are software products that have customers like any other application. The companies that produce
them have shareholders to satisfy and, if they are to stay in business, need to take commercial issues into
account. It has always been difficult to make money selling translators and the continuing improvement in
the quality of Open Source C translators makes it even harder. Vendors who are still making most of their
income by selling translators, as opposed to those who have to supply one as part of a larger sale, need to be
very focused and tend to operate within specific markets.!**8! For instance, some choose to concentrate on the
development process (speed of translation, integrated development environment, and sophisticated debugging
tools), others on the performance of the generated machine code (Kuck & Associates, purchased by Intel,
for parallelizing scientific and engineering applications, Code Play for games developers targeting the Intel
x86 processor family). There are even specialists within niches. For instance, within the embedded systems
market Byte Craft concentrates on translators for 8-bit processors. Vendors who are still making most of their
income from selling other products (e.g., hardware or operating systems) sometimes include a translator as a
loss leader. Given its size there is relatively little profit for Microsoft in selling a C/C++ translator; having a
translator gives the company greater control over its significantly more profitable products (written in those
languages) and, more importantly, mind-share of developers producing products for its operating systems.
It is possible to purchase a license for a C translator front-end from several companies. While writing
one from scratch is not a significant undertaking (a few person years), writing anything other than a straight-
forward code generator can require a large investment. By their very nature, many optimization techniques
deal with special cases, looking to fine-tune the use of processor resources. Ensuring that correct code is
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generated, for all the myriad different combinations of events that can occur, is very time-consuming and
expensive.

The performance of generated machine code is rarely the primary factor in developer selection of which
translator to purchase, if more than one is available to choose from. Factors such as implicit Vendor preference
(it is said that nobody is sacked for buying Microsoft), preference for the development environment provided,
possessing existing code that is known to work well with a particular vendor’s product, and many other
possible issues. For this reason optimization techniques often take many years to find their way from
published papers to commercial products, if at all.[*3?!

Companies whose primary business is the sale of translators do not seem to grow beyond a certain point.
The largest tend to have a turnover in the tens of millions of dollars. The importance of translators to
companies in other lines of business has often led to these companies acquiring translator vendors, both
for the expertise of their staff and for their products. Several database companies have acquired translator
vendors to use their expertise and technology in improving the performance of the database products (the
translators subsequently being dropped as stand-alone products).

Overall application performance is often an issue in the workstation market. Here vendors, such as HP,
SGI, and IBM, have found it worthwhile investing in translator technology that improves the quality of
generated code for their processors. Potential customers evaluating platforms using benchmarks will be
looking at numbers that are affected by both processor and translator performance— the money to be made
from multiple hardware sales being significantly greater than that from licensing a translator to relatively few
developers. These companies consider it worthwhile to have an in-house translator development group.

GCC, the GNU C compilermé] (now renamed the GNU Compiler Collection; the term gcc will be used GCC
here to refer to the C compiler), was distributed in source code form long before Linux and the rise of the Open
Source movement. Its development has been checkered, but it continues to grow from strength to strength.
This translator was designed to be easily retargeted to a variety of different processors. Several processor
vendors have provided, or funded ports of the back end to their products. Over time the optimizations
performed by GCC have grown more sophisticated. This has a lot to do with researchers using GCC as the
translator on which to implement and test their optimization ideas. On those platforms where its generated
machine code does not rank first in performance, it usually ranks second.

The source code to several other C translators has also been released under some form of public use
license. These include: 1cc!'*? along with vpo (very portable optimizer'“’!), the SGIPRO C compiler!*?!
(which performs many significant optimizations), the TenDRA C/C++ project,!'>! Watcom, 8] Extensible
Interactive C (an interpreter),'>3 and the Trimaran compiler system.[!”!

The lesson to be drawn from these commercial realities is that developers should not expect a highly
competitive market in language translators.[*®! Investing large amounts of money in translator development
is unlikely to be recouped purely from sales of translators (some vendors make the investment to boost the
sales of their processors). Developers need to work with what they are given.

4.4 Translation technology
Translators for C exist within a community of researchers (interested in translation techniques) and also translation

; technol
translators for other languages. Some techniques have become generally accepted as the way some construct ecnnology
is best implemented; some are dictated by trends that come and go. This book does not aim to document
every implementation technique, but it may discuss the following.

* How implementations commonly map constructs for execution by processors.
* Unusual processor characteristics, which affect implementations.
* Common extensions in this area.

¢ Possible trade-offs involved in implementing a construct.

¢ The impact of common processor architectures on the C language.
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In the early days of translation technology vendors had to invest a lot of effort simply to get them to run
within the memory constraints of the available development environments. Many existed as a collection of
separate programs, each writing output to be read by the succeeding phase, the last phase being assembler
code that needed to be processed by an assembler.

Ever since the first Fortran translator!?!! the quality of machine code produced has been compared to
handwritten assembler. Initially translators were only asked to not produce code that was significantly
worse than handwritten assembler; the advantages of not having to retrain developers (in new assembly
languages) and rewrite applications outweigh the penalties of less performance. The fact that processors
changed frequently, but software did not, was a constant reminder of the advantages of using a machine-
independent language. Whether most developers stopped making the comparison against handwritten
assembler because fewer of them knew any assembler, or because translators simply got better is an open
issue. In some application domains the quality of code produced by translators is nowhere near that of
handwritten assembler!*!®! and many developers still need to write in machine code to be able to create usable
applications.

Much of the early work on translators was primarily concerned with different language constructs and
parsing them. A lot of research was done on various techniques for parsing grammars and tools for
compressing their associated data tables. The work done at Carnegie Mellon on the PQCC project!6!]
introduced many of the ideas commonly used today. By the time C came along there were some generally
accepted principles about how a translator should be structured.

A C translator usually operates in several phases. The first phase (called the front-end by compiler writers
and often the parser by developers) performs syntax and semantic analysis of the source code and builds a
tree representation (usually based on the abstract syntax); it may also map operations to an intermediate form
(some translators have multiple intermediate forms, which get progressively lower as constructs proceed
through the translation process) that has a lower-level representation than the source code but a higher-level
than machine code. The last phase (often called the back-end by compiler writers or the code generator by
developers) takes what is often a high-level abstract machine code (an intermediate code) and maps it to
machine code (it may generate assembler or go directly to object code). Operations, such as storage layout
and optimizations on the intermediate code, could be part of one of these phases, or be a separate phase
(sometimes called the middle-end by compiler writers).

The advantage of generating machine code from intermediate code is a reduction in the cost of retargeting
the translator to a new processor; the front-end remains virtually the same and it is often possible to reuse
substantial parts of later passes. It becomes cost effective for a vendor to offer a translator that can generate
machine code for different processors from the same source code. Many translators have a single intermediate
code. GCC currently has one, called RTL (register transfer language), but may soon have more (a high-level,
machine-independent, RTL, which is then mapped to a more machine specific form of RTL). Automatically
deriving code generators from processor descriptions'®*! sounds very attractive. However, until recently new
processors were not introduced sufficiently often to make it cost effective to remove the human compiler
written from the process. The cost of creating new processors, with special purpose instruction sets, is being
reduced to the point where custom processors are likely to become very common and automatic derivation of
code generators is essential to keep these costs down. 24625

The other advantage of breaking the translator into several components is that it offers a solution to the
problem caused by a common host limitation. Many early processors limited the amount of memory available
to a program (64 K was a common restriction). Splitting a translator into independent components (the
preprocessor was usually split off from the syntax and semantics processing as a separate program) enabled
each of them to occupy this limited memory in turn. Today most translators have many megabytes of storage
available to them; however, many continue to have internal structures designed when storage limitations were
an important issue.

There are often many different ways of translating C source into machine code. Developers invariably
want their programs to execute as quickly as possible and have been sold on the idea of translators that
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perform code optimization. There is no commonly agreed on specification for exactly what a translator needs
to do to be classified as optimizing, although claims made in a suitably glossy brochure is often sufficient for
many developers.

4.4.1 Translator optimizations

Traditionally optimizations have been aimed at reducing the time needed to execute a program (this is what translator op-
the term increasing program performance is usually intended to mean) or reducing the size of the program timizations
image (this usually means the amount of storage occupied during program execution— consisting of machine
code instructions, some literal values, and object storage). Many optimizations have the effect of increasing
performance and reducing size. However, there are some optimizations that involve making a trade-off
between performance and size.

The growth in mobile phones and other hand-held devices containing some form of processor have created
a new optimization requirement— power minimization. Software developers want to minimize the amount of
electrical power required to execute a program. This optimization requirement is likely to be new to readers;
for this reason a little more detail is given at the end of this subsection.

Some of the issues associated with generating optimal machine code for various constructs are discussed
within the sentences for those constructs. In some cases transformations are performed on a relatively
high-level representation and are relatively processor-independent (see Bacon, Graham, and Sharp!??! for a
review). Once the high-level representation is mapped to something closer to machine code, the optimizations
can become very dependent on the characteristics of the target processor (Bonk and Riide!*®! look at number
crunchers). The general techniques used to perform optimizations at different levels of representation can be
found in various books.[4 132.154.312]

The problems associated with simply getting a translator written became tractable during the 1970s.
Since then the issues associated with translators have been the engineering problem of being able to process
existing source code and the technical problem of generating high-quality machine code. The focus of
code optimization research continues to evolve. It started out concentrating on expressions, then basic
blocks, then complete functions and now complete programs. Hardware characteristics have not stood still
either. Generating optimized machine code can now require knowledge of code and data cache behaviors,
speculative execution, dependencies between instructions and their operands. There is also the issue of
processor vendors introducing a range of products, all supporting the same instruction set but at different
price levels and different internal performance enhancements; optimal instruction selection can now vary
significantly across a single processor family.

Sometimes all the information about some of the components used by a program will not be known until
it is installed on the particular host that executes it; for instance, any additional instructions supported over
those provided in the base instruction set for that processor, the relative timings of instructions for that
processor model, and the version of any dynamic linked libraries. These can also change because of other
systems software updates. Also spending a lot of time during application installation generating an optimal
executable program is not always acceptable to end users. One solution is to perform optimizations on the
program while it is executing. Because most of the execution time usually occurs within a small percentage
of a program’s machine code, an optimizer only needs to concentrate on these areas. Experimental systems
are starting to deliver interesting results./>?!]

Thorup®* has shown that a linear (in the number of nodes and vertices in the control flow graph)
algorithm for register allocation exists that is within a factor of seven (six if no short-circuit evaluation is
used) of the optimal solution for any C program that does not contain gotos.

One way of finding optimal instruction sequences is to generate all possible sequences and to select the
optimal one that provides the desired input to output transformation. Massalin!>”! built a superoptimizer
to do just that; it worked off-line and was not intended to be used to generate instruction sequences during
translation. Bansal and Aiken!®?! built a superoptimizer that is intended to be used within a translator to find
optimal instruction sequences. The tools used various strategies to reduce the search space, e.g., pruning
instruction sequences known to be nonoptimal and maintaining a database of previously generated optimal
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Figure 0.3: Dynamic frequency, percentage calculated over shown instructions (last column gives percentage of these instruction
relative to all instructions executed) during execution of the SPEC and MediaBench benchmarks of some computational oriented
instructions. Adapted from Yi and Lilja.l30!]

sequences.

Code optimization is a, translation time, resource-hungry process. To reduce the quantity of analysis that
needs to be performed, optimizers have started to use information on a program’s runtime characteristics.
This profile information enables optimizers to concentrate resources on frequently executed sections of code
(it also provides information on the most frequent control flow path in conditional statements, enabling the
surrounding code to be tuned to this most likely case).['3-3%1 However, the use of profile information does
not always guarantee better performance.>*4!

The stability of execution profiles, that is the likelihood that a particular data set will always highlight the
same sections of a program as being frequently executed is an important issue. A study by Chilimbil””! found
that data reference profiles, important for storage optimization, were stable, while some other researchers
have found that programs exhibit different behaviors during different parts of their execution.!0?!

Optimizers are not always able to detect all possible savings. A study by Yi and Lilja>*!! traced the values
of instruction operands during program execution. They found that a significant number of operations could
have been optimized (see Figure 0.3) had one of their operand values been known at translation time (e.g.,
adding/subtracting zero, multiplying by 1, subtracting/dividing two equal values, or dividing by a power of
2).

Power consumption

The following discussion is based one that can be found in Hsu, Kremer and Hsiao.['78] The dominant
source of power consumption in digital CMOS circuits (the fabrication technology used in mass-produced
processors) is the dynamic power dissipation, P, which is based on three factors:

P xCV?F 0.1)

where C'is the effective switching capacitance, V' the supply voltage, and F’ the clock speed. A number of
technical issues prevent the voltage from being arbitrarily reduced, but there are no restrictions on reducing
the clock speed (although some chips have problems running at too low a rate).

For cpu bound programs simply reducing the clock speed does not usually lead to any significant saving
in total power consumption. A reduction in clock speed often leads to a decrease in performance and the
program takes longer to execute. The product of dynamic power consumption and time taken to execute
remains almost unchanged (because of the linear relationship between dynamic power consumption and
clock speed). However, random access memory is clocked at a rate that can be an order of magnitude less
than the processor clock rate.
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For memory-intensive applications a processor can be spending most of its time doing nothing but waiting
for the results of load instructions to appear in registers. In these cases a reduction in processor clock rate
will have little impact on the performance of a program. Program execution time, 7', can be written as:

T = Tcpu_busy + Tmemory_busy + Tcpu_and_mem_busy (02)
An analysis (using a processor simulation) of the characteristics of the following code:

1 for (j = 0; j < n; j++)
2 for (i = 0; i < n; i++)
3 accu += A[il[j];

found that (without any optimization) the percentage of time spent in the various subsystems was: cpu_busy=0.01%,
memory_busy=93.99%, cpu_and_mem_busy=6.00%.

Given these performance characteristics, a factor of 10 reduction in the clock rate and a voltage reduction
from 1.65 to 0.90 would reduce power consumption by a factor of 3, while only slowing the program down
by 1% (these values are based on the Crusoe TM5400 processor).

Performing optimizations changes the memory access characteristics of the loop, as well as potentially
reducing the amount of time a program takes to execute. Some optimizations and their effect on the
performance of the preceding code fragment include the following:

* Reversing the order of the loop control variables (arrays in C are stored in row-major order) creates 0P 2!
spatial locality, and values are more likely to have been preloaded into the cache: cpu_busy=18.93%, 2.2

memory_busy=73.66%, cpu_and_mem_busy=7.41%

row-major storage
order

* Loop unrolling increases the amount of work done per loop iteration (decreasing loop housekeeping loop unroliing
overhead and potentially increasing the number of instructions in a basic block): cpu_busy=0.67%, basic block
memory_busy=65.60%, cpu_and_mem_busy=33.73%

* Prefetching data can also be a worthwhile optimization:!*"*! cpu_busy=0.67%, memory_busy=74.04%,
cpu_and_mem_busy=25.29%

These ideas are still at the research stage!!’” and have yet to appear in commercially available translators
(support, in the form of an instruction to change frequency/voltage, also needs to be provided by processor
vendors).

At the lowest level processors are built from transistors, which are grouped together to form logic gates.
In CMOS circuits power is dissipated in a gate when its output changes (i.e., it goes from O to 1, or from 1 to
0). Vendors interested in low power consumption try to minimize the number of gate transitions made during
the operation of a processor. Translators can also help here. Machine code instructions consist of sequences
of zeros and ones. Differences in bit patterns between adjacent instructions, encountered during program
execution, cause gate transitions. The Hamming distance between two binary values (instructions) is the
number of places at which their bit settings differ. Ordering instructions to minimize the total Hamming
distance over the entire sequence will reduce power consumption in the instruction decoding area of a
processor. Simulations based on such a reordering have shown savings of 13% to 20%.°!]

5 Execution environment

Two kinds of execution environment are specified in the C Standard, hosted and freestanding. These tend &Rvironment
to affect implementations in terms of the quantity of resources provided (functionality to support library
requirements— e.g., I/O, memory capacity, etc.).

There are classes of applications that tend to occur in only one of these environments, which can make it

difficult to classify an issue as being application- or environment-based.
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For hosted environments C programs may need to coexist with programs written in a variety of languages.
Vendors often define a set of conventions that programs need to follow; for instance, how parameters are
passed. The popularity of C for systems development means that such conventions are often expressed in C
terms and the implementations of other languages have to adapt to the C view of how things work.

Existing environments have affected the requirements in the C Standard library. Unlike some languages
the C language has tried to take the likely availability of functionality in different environments into account.
For instance, the inability of some hosts to support signals has meant that there is no requirement that any
signal handling (other than function stubs) be provided by an implementation. Minimizing the dependency
on constructs being supported by a host environment enables C to be implemented on a wide variety of
platforms. This wide implementability comes at the cost of some variability in supported constructs.

5.1 Host processor characteristics
host processors It is often recommended that developers ignore the details of host processor characteristics. However, the C
introduction language was, and continues to be, designed for efficient mapping to commonly available processors. Many
e EC O of the benchmarks by which processor performance is measured are written in C. A detailed analysis of C
needs to include a discussion of processor characteristics.

Many developers continue to show a strong interest in having their programs execute as quickly as
possible, and write code that they think will achieve this goal. Developer interest in processor characteristics
is often driven by this interest in performance and efficiency. Developer interest in performance could
be considered to be part of the culture of programming. It does not seem to be C specific, although this
language’s reputation for efficiency seems to exacerbate it. There is sometimes a customer-driven requirement
for programs to execute within resource constraints (execution time and memory being the most common
constrained resources). In these cases detailed knowledge of processor characteristics may help developers
tune an application (although algorithmic tuning invariably yields higher returns on investment). However,
the information given in this book is at the level of a general overview. Developers will need to read processor
vendor’s manuals, very carefully, before they can hope to take advantage of processor-specific characteristics
by changing how they write source code.

The following are the investment issues, from the software development point of view, associated with
processor characteristics:

» Making effective use of processor characteristics usually requires a great deal of effort (for an in-depth
tutorial on getting the best out of a particular processor see,*!! for an example of performance
forecasting aimed at future processors see Armstrong and Eigenmann(?"). The return on investment of
this effort is often small (if not zero). Experience shows that few developers invest the time needed to
systematically learn about individual processor characteristics. Preferring, instead, to rely on what
they already know, articles in magazines, and discussions with other developers. A small amount of
misguided investment is no more cost effective than overly excessive knowledgeable investment.

* Processors change more frequently than existing code. Although there are some application domains
where it appears that the processor architecture is relatively fixed (e.g., the Intel x86 and IBM
360/370/3080/3090/etc.), the performance characteristics of different members of the same family can
still vary dramatically. Within the other domains new processor architectures are still being regularly
introduced. The likelihood of a change of processor remains an important issue.

translator per- * The commercial availability of translators capable of producing machine code, the performance of
formance  or which is comparable to that of handwritten assembler (this is not true in some domains;“*!'”! one

study*®! found that in many cases translator generated machine code was a factor of 5-8 times slower
than hand crafted assembler) means that any additional return on developer resource investment is
likely to be low.

Commercial and application considerations have caused hardware vendors to produce processors aimed at
several different markets. It can be said that there are often family characteristics of processors within a
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Figure 0.4: Monthly unit sales of microprocessors having a given bus width. Adapted from Turley!**! (using data
supplied by Turley).

given market, although the boundaries are blurred at times. It is not just the applications that are executed
on certain kinds of processors. Often translator vendors target their products at specific kinds of processors.
For instance, a translator vendor may establish itself within the embedded systems market. The processor
architectures can have a dramatic effect on the kinds of problems that machine code generators and optimizers
need to concern themselves with. Sometimes the relative performance of programs written in C, compared to
handwritten assembler, can be low enough to question the use of C at all.

* General purpose processors. These are intended to be capable of running a wide range of applications.
The processor is a significant, but not dominant, cost in the complete computing platform. The growing
importance of multimedia applications has led many vendors to extend existing architectures to include
instructions that would have previously only been found in DSP processors.!*!°! The market size can
vary from tens of millions (e.g., Intel x86/*43)) to hundreds of millions (e.g., ARM“),

» Embedded processors. These are used in situations where the cost of the processor and its supporting
chip set needs to be minimized. Processor costs can be reduced by reducing chip pin-out (which
reduces the width of the data bus) and by reducing the number of transistors used to build the processor.
The consequences of these cost savings are that instructions are often implemented using slower
techniques and there may not be any performance enhancers such as branch prediction or caches
(or even multiple and divide instructions, which have to be emulated in software). Some vendors
offer a range of different processors, others a range of options within a single family, using the
same instruction set (i.e., the price of an Intel 960 can vary by an order of magnitude, along with
significant differentiation in its performance, packaging, and level of integration). The total market
size is measured in billions of processors per year (see Figure 0.4).

Digital Signal Processors (DSP). As the name suggests, these processors are designed for manipulating
digital signals— for instance, decoding MPEG data streams, sending/receiving data via phone lines,
and digital filtering types of applications. These processors are specialized to perform this particular
kind of application very well; it is not intended that nondigital signal-processing applications ever
execute on them. Traditionally DSPs have been used in applications where dataflow is the dominating
factor;!**! making the provision of handcrafted library routines crucial. Recently new markets, such as
telecoms and the automobile industry have started to use DSPs in a big way, and their applications
have tended to be dominated by control flow, reducing the importance of libraries. Araiijo!*® contains
an up-to-date discussion on generating machine code for DSPs. The total worldwide market in 1999
was 0.6 billion processors;**! individual vendors expect to sell hundreds of millions of units.

DSP
processors
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* Application Specific Instruction-set Processors (ASIP). Note that the acronym ASIC is often heard, this
refers to an Application Specific Integrated Circuit— a chip that may or may not contain an instruction-
set processor. These processors are designed to execute a specific program. The general architecture of
the processor is fixed, but the systems developer gets to make some of the performance/resource usage
(transistors) trade-off decisions. These decisions can involve selecting the word length, number of
registers, and selecting between various possible instructions.!'*?! The cost of retargeting a translator
to such program-specific ASIPs has to be very low to make it worthwhile. Processor description driven
code generators are starting to appear,?®®! which take the description used to specify the processor
characteristics and build a translator for it. While the market for ASICs exceeds $10 billion a year, the
ASIP market is relatively small (but growing).

Number crunchers. The quest for ever-more performance has led to a variety of designs that attempt to
spread the load over more than one processor. Technical problems associated with finding sufficient
work, in existing source code (which tends to have a serial rather than parallel form) to spread over
more than one processor has limited the commercial viability of such designs. They have only proven
cost effective in certain, application-specific domains where the computations have a natural mapping
to multiple processors. The cost of the processor is often a significant percentage of the complete
computing device. The market is small and the customers are likely to be individually known to the
vendor.!'%! The use of clusters of low-price processors, as used in Beowulf, could see the demise of
processors specifically designed for this market.!>!

There are differences in processor characteristics within the domains just described. Processor design evolves
over time and different vendors make different choices about the best way to use available resources (on chip
transistors). For a detailed analysis of the issues involved for the Sun UltraSPARC processor, see.’%3

instruction
profile for different
processors

The profile of the kinds of instructions generated for different processors can differ in both their static
and their dynamic characteristics, even within the same domain. This was shown quite dramatically by

Davidson, Rabung, and Whalley®! who measured static and dynamic instruction frequencies for nine
different processors using the same translator (generating code for the different processors) on the same
source files (see Figure 0.5). For a comparison of RISC processor instruction counts, based on the SPEC

benchmarks, see McMahan and Lee. 288

The following are the lessons to be learned from the later discussions on processor details:

* Source code that makes the best use of one particular processor is unlikely to make the best use of any

other processor.

» Making the best use of a particular processor requires knowledge of how it works and measurements
of the program running on it. Without the feedback provided by the measurement of dynamic program
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Figure 0.6: Relative performance of CPU against storage (DRAM), 1980==1. Adapted from Hennessy.[!%3]

behavior, it is almost impossible to tune a program to any host.

5.1.1 Overcoming performance bottlenecks

There continues to be a market for processors that execute programs more quickly than those currently
available. There is a commercial incentive to build higher-performance processors. Processor design has
reached the stage where simply increasing the processor clock rate does not increase rate of program
execution.?¥* A processor contains a variety of units, any one of which could be the bottleneck that
prevents other units from delivering full performance. Some of these bottlenecks, and their solutions, can
have implications at the source code level (less than perfect branch predictions>*®!) and others don’t (the
possibility of there being insufficient pins to support the data bandwidth required; pin count has only been
increasing at 16% per year>®).

Data and instructions have to be delivered to the processor, from storage, to keep up with the rate it handles
them. Using faster memory chips to keep up with the faster processors is not usually cost effective. Figure 0.6
shows how processor performance has outstripped that of DRAM (the most common kind of storage used).
See Dietz and Mattox!'%! for measurements of access times to elements of arrays of various sizes, for 13
different Intel x86 compatible processors whose clock rates ranged from 100 MHz to 1700 MHz.

A detailed analysis by Agarwal, Hrishikesh, Keckler, and Burger'®! found that delays caused by the
time taken for signals to travel through on-chip wires (12-32 cycles to travel the length of a chip using
35nm CMOS technology, clocked at 10GHz), rather than transistor switching speed, was likely to be a
major performance factor in future processors. Various methods have been proposed®!”! to get around this
problem, but until such processor designs become available in commercially significant quantities they are
not considered further here.

Cache cache

A commonly used solution to the significant performance difference between a processor and its storage
is to place a small amount of faster storage, a cache, between them. Caching works because of locality of
reference. Having accessed storage location X, a program is very likely to access a location close to X in the
very near future. Research has shown!'%?! that even with a relatively small cache (i.e., a few thousand bytes)
it is possible to obtain significant reductions in accesses to main storage.

Modern, performance-based processors have two or more caches. A level 1 cache (called the LI cache),
which can respond within a few clock cycles (two on the Pentium 4, four on the UltraSPARC III), but is
relatively small (8 K on the Pentium 4, 64 K on the UltraSPARC III), and a level 2 cache (called the L2 cache)
which is larger but not as quick (256 K/7 clocks on the Pentium 4). Only a few processors have further levels
of cache. Main storage is significantly larger, but its contents are likely to be more than 250 clock cycles
away.
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loop unrolling

Developer optimization of memory access performance is simplest when targeting processors that contain
a cache, because the hardware handles most of the details. However, there are still cases where developers
may need to manually tune memory access performance (e.g., application domains where large, sophisticated
hardware caches are too expensive, or where customers are willing to pay for their applications to execute as
fast as possible on their existing equipment). Cache behavior when a processor is executing more than one
program at the same time can be quite complex.[®7-43¢!

The locality of reference used by a cache applies to both instructions and data. To maximize locality of
reference, translators need to organize instructions in the order that an executing program is most likely to
need them and allocate object storage so that accesses to them always fill the cache with values that will
be needed next. Knowing which machine code sequences are most frequently executed requires execution
profiling information on a program. Obtaining this information requires effort by the developer. It is necessary
to instrument and execute a program on a representative set of data. This data, along with the original source
is used by some translators to create a program image having a better locality of reference. It is also possible
to be translator-independent by profiling and reorganizing the basic blocks contained in executable programs.
Tomiyama and Yasuura®>! used linear programming to optimize the layout of basic blocks in storage and
significantly increased the instruction cache hit rate. Running as a separate pass after translation also reduces
the need for interactive response times; the analysis took more than 10 hours on a 85 MHz microSPARC-II.

Is the use of a cache by the host processor something that developers need to take into account? Although
every effort has been made by processor vendors to maximize cache performance and translator vendors are
starting to provide the option to automatically tune the generated code based on profiling information,!!¢0]
sometimes manual changes to the source (by developers) can make a significant difference. It is important to
remember that any changes made to the source may only make any significant changes for one particular
processor implementation. Other implementations within a processor family may share the same instruction
set but they could have different cache behaviors. Cache-related performance issues are even starting to make
it into the undergraduate teaching curriculum.?43!

A comparison by Bahar, Calder, and Grunwald!?”! showed that code placement by a translator could
improve performance more than a hardware-only solution; the two combined can do even better. In some
cases the optimizations performed by a translator can affect cache behavior, for instance loop unrolling.
Translators that perform such optimizations are starting to become commercially available.l””] The importance
of techniques for tuning specific kinds of applications are starting to be recognized (transaction processing as
in Figure 0.8, numerical computations!37!).

Specific cases of how optimizers attempt to maximize the benefits provided by a processor’s cache
are discussed in the relevant C sentences. In practice these tend to be reorganizations of the sequence of
instructions executed, not reorganizations of the data structures used. Intel!'”! provides an example of how
reorganization of a data structure can improve performance on the Pentium 4:

1 struct {

2 float x, v, z, r, g, b;

3 } a_screen_3D[1000];

4 struct {

5 float x[1000], y[1000], z[1000];
6 float r[1000], g[1000], b[1000];
7 } b_screen_3D;

8 struct {

9 float x[4], v[4], z[4];

10 float r[4], gl[4], b[4];

11 } c_screen_3D[250];

The structure declaration used for a_screen_3D might seem the obvious choice. However, it is likely that
operations will involve either the tuple %, y, and z, or the tuple r, g, and b. A cache line on the Pentium
4 is 64 bytes wide, so a fetch of one of the x elements will cause the corresponding r, g, and b elements
to be loaded. This is a waste of resource usage if they are not accessed. It is likely that all elements of the
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Figure 0.7: Simplified diagram of some typical stages in a processor instruction pipeline: Instruction fetch, decode, execute,
memory access, and write back.

array will be accessed in sequence and the structure declaration used for b_screen_3D makes use of this
algorithmic information. An access to an element of x will cause subsequent elements to be loaded into
the cache line, ready for the next iteration. The structure declaration, suggested by Intel, for c_screen_3D
makes use of a Pentium 4 specific characteristic; reading/writing 16 bytes from/to 16-byte aligned storage
is the most efficient way to use the storage pipeline. Intel points to a possible 10% to 20% performance
improvement through modifications that optimize cache usage; a sufficiently large improvement to warrant
using the nonobvious, possibly more complex, data structures in some competitive markets.

Dividing up storage  storage
Many host operating systems provide the ability for programs to make use of more storage than the host dividing up
has physical memory (so-called virtual memory). This virtual memory is divided up into units called pages,
which can be swapped out of memory to disk when it is not needed.['®3] There is a severe performance
penalty on accesses to data that has been swapped out to disk (i.e., some other page needs to be swapped out
and the page holding the required data items swapped back into memory from disk). Developers can organize
data accesses to try to minimize this penalty. Having translators do this automatically, or even having them
insert code into the program image to perform the swapping at points that are known to be not time-critical is
a simpler solution.*'!]

Speeding up instruction execution

A variety of techniques are used to increase the number of instructions executed per second. Most processor
processors are capable of executing more than one instruction at the same time. The most common technique, pipeline
and one that can affect program behavior, is instruction pipelining. Pipelining breaks instruction execution
down into a series of stages (see Figure 0.7). Having a different instruction processed by each stage at the
same time does not change the execution time of a single instruction. But it does increase the overall rate
of instruction execution because an instruction can complete at the end of every processor cycle. Many
processors break down the stages shown in Figure 0.7 even further. For instance, the Intel Pentium 4 has a
20-stage pipeline.

The presence of a pipeline can affect program execution, depending on processor behavior when an g in-
exception is raised during instruction execution. A discussion on this issue is given elsewhere. terrupt

Other techniques for increasing the number of instructions executed per second include: VLIW (Very Long ™"
Instruction Word) in which multiple operations are encoded in one long instruction, and parallel execution in
which a processor contains multiple instruction execution units.[*°! These techniques have no more direct
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impact on program behavior than instruction pipelining. In practice translators have had difficulty finding
long sequences of instructions that can be executed in some concurrent fashion. Some help (e.g., source code
annotations) from the developer is still needed for these processors to approach peak performance.

5.2 Runtime library

An implementation’s runtime library handles those parts of a program that are not directly translated to
machine code. Calls to the functions contained in this library may occur in the source or be generated by a
translator (i.e., to some internal routine to handle arithmetic operations on values of type long long). The
runtime library may be able to perform the operation completely (e.g., the trigonometric functions) or may
need to call other functions provided by the host environment (e.g., O/S function, not C implementation
functions).

6 Measuring implementations

Although any number of different properties of an implementation might be measured, the most commonly
measured is execution time performance of the generated program image. In an attempt to limit the number
of factors influencing the results, various organizations have created sets of test programs— benchmarks—
that are generally accepted within their domain. Some of these test programs are discussed below (SPEC,
the Transaction Processing council, Embedded systems, Linpack, and DSPSTONE). In some application
areas the size of the program image can be important, but there are no generally accepted benchmarks for
comparing size of program image. The growth in sales of mobile phones and other hand-held devices has
significantly increased the importance of minimizing the electrical energy consumed by a program (the energy
consumption needs of different programs performing the same function are starting to be compared*®)).

A good benchmark will both mimic the characteristics of the applications it is intended to be representative
of, and be large enough so that vendors cannot tune their products to perform well on it without also
performing well on the real applications. The extent to which the existing benchmarks reflect realistic
application usage is open to debate. Not only can different benchmarks give different results, but the same
benchmark can exhibit different behavior with different input.['%! Whatever their shortcomings may be the
existing benchmarks are considered to be the best available (they are used in almost all published research).

It has long been an accepted truism that programs spend most of their time within loops and in particular a
small number of such loops. Traditionally most processor-intensive applications, that were commercially
important, have been scientific or engineering based. A third kind of application domain has now become
commercially more important (in terms of hardware vendors making sales)— data-oriented applications such
as transaction processing and data mining.

Some data-oriented applications share a characteristic with scientific and engineering applications in that
a large proportion of their time is spent executing a small percentage of the code. However, it has been found
that for Online Transaction Processing (OLTP), specifically the TPC-B benchmarks, the situation is more
complicated.[*’# Recent measurements of four commercial databases running on an Intel Pentium processor
showed that the processor spends 60% of its time stalled'' (see Figure 0.8).

A distinction needs to be made between characteristics that are perceived, by developers, to make a
difference and those that actually do make a difference to the behavior of a program. Discussion within
these Common Implementation sections is concerned with constructs that have been shown, by measurement,
to make a difference to the execution time behavior of a program. Characteristics that relate to perceived
differences fall within the realm of discussions that occur in the Coding guideline sections.

The measurements given in the Common Implementation sections tend to be derived from the characteris-
tics of a program while it is being executed— dynamic measurements. The measurements given in the Usage
sections tend to be based on what appears in the source code— static measurements.

6.1 SPEC benchmarks

Processor performance based on the SPEC (Standard Performance Evaluation Corporation, http://www.
spec.org) benchmarks are frequently quoted by processor and implementation vendors. Academic research
on optimizers often base their performance evaluations on the programs in the SPEC suite. SPEC benchmarks
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Figure 0.8: Execution time breakdown, by four processor components (bottom of graphs) for three different application queries
(top of graphs). Adapted from Ailamaki.>!

cover a wide range of performance evaluations: graphics, NFS, mailservers, and CPU.!'""?) The CPU
benchmarks are the ones frequently used for processor and translator measurements.

The SPEC CPU benchmarks are broken down into two groups, the integer and the floating-point programs;
these benchmarks have been revised over the years, the major releases being in 1989, 1992, 1995, and 2000.
A particular set of programs is usually denoted by combining the names of these components. For instance,
SPECint95 is the 1995 integer SPEC benchmark and SPECfp2000 is the 2000 floating-point benchmark.

The SPEC CPU benchmarks are based on publicly available source code (written in C for the integer
benchmarks and, predominantly, Fortran and C for the floating-point). The names of the programs are known
and versions of the source code are available on the Internet. The actual source code used by SPEC may
differ slightly because of the need to be able to build and execute identical programs on a wide range of
platforms (any changes needed to a program’s source to enable it to be built are agreed to by the SPEC
membership).

A study by Saavedra and Smith!**! investigated correlations between constructs appearing in the source
code and execution time performance of benchmarks that included SPEC.

6.2 Other benchmarks

The SPEC CPU benchmarks had their origins in the Unix market. As such they were and continue to be benchmarks
aimed at desktop and workstation platforms. Other benchmarks that are often encountered, and the rationale

used in their design, include the following:

o DSPSTONE!“% is a DSP-oriented set of benchmarks,

* The characteristics of programs written for embedded applications are very different.'''] The EDN
Embedded Microprocessor Benchmarking Consortium (EEMBC, pronounced Embassy — http://
www. eembc . org), was formed in 1997 to develop standard performance benchmarks for the embedded
market (e.g., telecommunications, automotive, networking, consumer, and office equipment). They
currently have over 40 members and their benchmark results are starting to become known.

» MediaBench>*"! is a set of benchmarks targeted at a particular kind of embedded application—
multimedia and communications. It includes programs that process data in various formats, including
JPEG, MPEG, GSM, and postscript.
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+ The Olden benchmark!®"! attempts to measure the performance of architectures based on a distributed
memory.

* The Stanford ParalleL. Applications for SHared memory (SPLASH, now in its second release as
SPLASH-21)  is a suite of parallel applications intended to facilitate the study of centralized and
distributed shared-address-space multiprocessors.

* The TPC-B benchmark from the Transaction Processing Performance Council (TPC).

TPC-B models a banking database system that keeps track of customers’ account balances, as well as
balances per branch and teller. Each transaction updates a randomly chosen account balance, which
includes updating the balance of the branch the customer belongs to and the teller from which the
transaction is submitted. It also adds an entry to the history table which keeps a record of all submitted
transactions.

6.3 Processor measurements
Processor vendors also measure the characteristics of executing programs. Their reason is to gain insights
that will enable them to build better products, either faster versions of existing processors or new processors.
What are these measurements based on? The instructions executed by a processor are generated by translators,
which may or may not be doing their best with the source they are presented with. Translator vendors may,
or may not, have tuned their output to target processors with known characteristics. Fortunately this book
does not need to concern itself further with this problem.

Processor measurements have been used to compare different processors,!’®! predict how many instructions
a processor might be able to issue at the same time,[**") and tune arithmetic operations.?’> Processor vendors
are not limited to using benchmarks or having access to source code to obtain useful information; Lee!?"!
measured the instruction characteristics of several well-known Windows NT applications.

Coding Guidelines

7 Introduction

The intent of these coding guidelines is to help management minimize the cost of ownership of the source
code they are responsible for. The guidelines take the form of prepackaged recommendations of which
source constructs to use, or not use, when more than one option is available. These coding guidelines sit at
the bottom layer of what is potentially a complex, integrated software development environment.

Adhering to a coding guideline is an immediate cost. The discussion in these coding guidelines’ sections
is intended to help ensure that this cost payment is a wise investment yielding savings later.

The discussion in this section provides the background material for what appears in other coding guideline
sections. It is also the longest section of the book and considers the following:

* The financial aspects of software development and getting the most out of any investment in adhering
to coding guidelines.

* Selecting, adhering to, and deviating from guidelines.

* Applications and their influence on the source that needs to be written.

* Developers; bounding the limits, biases, and idiosyncrasies of their performance.
There are other Coding guideline subsections containing lengthy discussions. Whenever possible such
discussions have been integrated into the C sentence-based structure of this book (i.e., they occur in the
relevant C sentences).

The term used in this book to describe people whose jobs involve writing source code is software developer.
The term programmer tends to be associated with somebody whose only job function is to write software. A
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typist might spend almost 100% of the day typing. People do not spend all their time directly working on
source code (in most studies, the time measured on this activity rarely rises above 25%), therefore the term
programmer is not appropriate. The term software developer, usually shortened to developer, was chosen
because it is relatively neutral, but is suggestive of somebody whose primary job function involves working
with source code.

Developers often object to following coding guidelines, which are often viewed as restricting creative
freedom, or forcing them to write code in some unnatural way. Creative freedom is not something that should
be required at the source code implementation level. While particular ways of doing things may appeal to
individual developers, such usage can be counter-productive. The cost to the original developer may be small,
but the cost to subsequent developers (through requiring more effort by them to work with code written that
way) may not be so small.

8 Source code cost drivers

Having source code occupy disk space rarely costs very much. The cost of ownership for source code is coding guidelines
. . . . river
incurred when it is used. Possible uses of source code include: cost drivers

* modifications to accommodate customer requests which can include fixing faults;
* major updates to create new versions of a product; and
e ports to new platforms, which can include new versions of platforms already supported.

These coding guideline subsections are applicable during initial implementation and subsequent modifications
at the source code level. They do not get involved in software design issues, to the extent that these are
programming language-independent. The following are the underlying factors behind these cost drivers:

* Developer characteristics (human factors). Developers fail to deduce the behavior of source code
constructs, either through ignorance of C or because of the limits in human information processing
(e.g., poor memory of previously read code, perception problems leading to identifiers being misread,
or information overload in short-term memory) causing faults to be introduced. These issues are dealt
with here in the Coding guideline subsections.

Translator characteristics. A change of translator can result in a change of behavior. Changes can
include using a later version of the translator originally used, or a translator from a different vendor.
Standards are rarely set in stone and the C Standard is certainly not. Variations in implementation
behavior permitted by the standard means that the same source code can produce different results.
Even the same translator can have its behavior altered by setting different options, or by a newer
release. Differences in translator behavior are discussed in Commentary and Common Implementations
subsections. Portability to C++ and C90 translators is dealt with in their respective sections.

* Host characteristics. Just like translator behavior this can vary between releases (updates to system
libraries) and host vendors. The differences usually impact the behavior of library calls, not the
language. These issues are dealt with in Common Implementation sections.

* Application characteristics. Programs vary in the extent to which they need to concern themselves with
the host on which they execute— for instance, accessing memory ports. They can also place different
demands on language constructs— for instance, floating-point or dynamic memory allocation. These
issues are dealt with under Usage, indirectly under Common Implementations and here in Coding ° Ysa9¢
Guideline sections.

* Product testing. The complexity of source code can influence the number of test cases that need to
be written and executed. This complexity can be affected by design, algorithmic and source code o coding

construct selection issues. The latter can be the subject of coding guidelines. guidelines
testability

Covering all possible source code issues is impossible. Frequency of occurrence is used to provide a cutoff
filter. The main purpose of the information in the Usage sections is to help provide evidence for what filtering ° Psage

to apply.
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8.1 Guideline cost/benefit

When a guideline is first encountered it is educational. It teaches developers about a specific problem that
others have encountered and that they are likely to encounter. This is a one-time learning cost (that developers
are likely to have to pay at some time in their careers). People do forget, so there may be a relearning cost.
(These oversights are the sort of thing picked up by an automated guideline enforcement tool, jogging the
developer’s memory in the process.)

Adhering to guidelines requires an investment in the form of developer’s time. Like all investments it
needs to be made on the basis that a later benefit will provide an adequate return. It is important to bear
in mind that failure to recoup the original investment is not the worst that can happen. The value of lost
opportunity through being late to market with a product can equal the entire development budget. It is
management’s responsibility to select those coding guidelines that have a return on investment applicable to
a particular project.

A set of guidelines can be viewed as a list of recommended coding practices, the economic cost/benefit
of which has been precalculated and found to be acceptable. This precalculation, ideally, removes the need
for developers to invest in performing their own calculations. (Even in many situations where they are not
worthwhile, the cost of performing the analysis is greater than the cost of following the guideline.)

Researchers3!:43! are only just starting to attempt to formally investigate the trade-off involved between
the cost of creating maintainable software and the cost of maintaining software.

A study by Visaggio*8!l performed a retrospective analysis of a reengineering process that had been
applied to a legacy system containing 1.5 M lines. The following is his stated aim:

1. Guidelines are provided for calculating the quality and economic scores for each component; These can be
reused in other projects, although they can and must also be continually refined with use;

2. A model for determining the thresholds on each axis is defined; the model depends on the quality and
economics policy adopted by the organization intending to renew the legacy system;
3. A decision process is included, that helps to establish which renewal process should be carried out for each

component; this process may differ for components belonging to the same quadrant and depends on the targets
the organization intends to attain with the renewal process.

8.1.1 What is the cost?

Guidelines may be more or less costly to follow (in terms of modifying, or not using, constructs once their
lack of conformance to a guideline is known). Estimating any cost change caused by having to use constructs
not prohibited by a guideline will vary from case to case. It is recognized that the costs of following a
guideline recommendation can be very high in some cases. One solution is the deviation mechanism, which
is discussed elsewhere.

Guidelines may be more or less easy to flag reliably from a static analysis tool point of view. The quality
of static analysis tools is something that developers need to evaluate when making a purchase decision. These
coding guidelines recognize the difficulties in automating some checks by indicating that some should be
performed as part of code reviews.

All guidelines are given equal weight in terms of the likelihood of not adhering to them causing a fault.
Without data correlating a guideline not being followed to the probability of the containing code causing a
fault, no other meaningful options are available.

8.1.2 What is the benefit?

What is the nature of the benefit obtained from an investment in adhering to coding guidelines? These coding
guidelines assume that the intended final benefit is always financial. However, the investment proposal may
not list financial benefits as the immediate reason for making it. Possible other reasons include:

* mandated by some body (e.g., regulatory authority, customer Q/A department);
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* legal reasons— companies want to show that they have used industry best practices, whatever they are,
in the event of legal action being taken against them;

* a mechanism for controlling source code: The purpose of this control may be to reduce the dependency
on a particular vendor’s implementation (portability issues), or it may be an attempt to overcome
inadequacies in developer training.

Preventing a fault from occurring is a benefit. How big is this benefit (i.e., what would the cost of the fault
have been? How is the cost of a fault measured?) Is it in terms of the cost of the impact on the end user of
experiencing the fault in the program, or is it the cost to the vendor of having to deal with it being uncovered
by their customers (which may include fixing it)? Measuring the cost to the end user is very difficult to
do, and it may involve questions that vendors would rather have left unasked. To simplify matters these
guidelines are written from the point of view of the vendor of the product containing software. The cost we
consider is the cost to fix the fault multiplied by the probability of the fault needing to be fixed (fault is found
and customer requirements demand a fix).

8.1.3 Safer software?
Coding guidelines, such as those given in this book, are often promoted as part of the package of measures to coding guidelines
be used during the development of safety-critical software. safer software
The fact that adherence to guideline recommendations may reduce the number of faults introduced into
the source by developers is primarily an economic issue. The only difference between safety critical software
and other kinds of software is the level of confidence required that a program will behave as intended.
Achieving a higher level of confidence often involves a higher level of cost. While adherence to guideline
recommendations may reduce costs and enable more confidence level boosting tasks to be performed, for the
same total cost, management may instead choose to reduce costs and not perform any additional tasks.
Claiming that adhering to coding guidelines makes programs safer suggests that the acceptance criteria
being used are not sufficient to achieve the desired level of confidence on their own (i.e., reliance is being
placed on adherence to guideline recommendations reducing the probability of faults occurring in sections of
code that have not been fully tested).
An often-heard argument is that some language constructs are the root cause of many faults in programs
and that banning the use of these constructs leads to fewer faults. While banning the use of these constructs
may prevent them from being the root cause of faults, there is rarely any proof that the alternative constructs
used will not introduce as many faults, if not more, than the constructs they replace.
This book does not treat safety-critical as being a benefit of adherence to guideline recommendations in
its own right.

8.2 Code development’s place in the universe

Coding guidelines need to take account of the environment in which they will be applied. There are a variety development
of reasons for creating programs. Making a profit is a common rationale and the only one considered by context
these coding guidelines. Writing programs for enjoyment, by individuals, involves reasons of a personal
nature, which are not considered in this book.
A program is created by developers who will have a multitude of reasons for doing what they do. Training
and motivating these developers to align there interests with that of the organization that employs them is o coding
outside the scope of this book, although staffing issues are discussed. guidelines
Programs do not exist in isolation. While all applications will want fault-free software, the importance seine
assigned to faults can depend on the relative importance of the software component of the total package. This
relative importance will also influence the percentage of resources assigned to software development and the
ability of the software manager to influence project time scales.
The kind of customers an organization sells to, can influence the software development process. There
are situations where effectively there is a single customer. For instance, a large organization paying for the
development of a bespoke application will invariably go through a formal requirements analysis, specification,
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design, code, test, and handover procedure. Much of the research on software development practices has been
funded by and for such development projects. Another example is software that is invisible to the end user,
but is part of a larger product. Companies and projects differ as to whether software controls the hardware or
vice versa (the hardware group then being the customer).

Most Open Source software development has a single customer, the author of the software.!'#!:322! In this
case the procedures followed are likely to be completely different from those followed by paying customers.
In a few cases Open Source projects involving many developers have flourished. Several studies*** have
investigated some of the group dynamics of such cooperative development (where the customer seems to
be the members of a core team of developers working on the project). While the impact of this form of
production on traditional economic structures is widely thought to be significant,'*!! these guidelines still
treat it as a form of production, which has different cost/benefit cost drivers; whether the motivating factors
for individual developers are really any different is not discussed here.

When there are many customers, costs are recouped over many customers, who usually pay less than
the development cost of the software. In a few cases premium prices can be charged by market leaders, or
by offering substantial customer support. The process used for development is not normally visible to the
customer. Development tends to be led by marketing and is rarely structured in any meaningful formal ways;
in fact too formal a process could actively get in the way of releasing new products in a timely fashion.

Research by Carmel'®?! of 12 firms (five selling into the mass market, seven making narrow/direct sales)
involved in packaged software development showed that the average firm has been in business for three years,
employed 20 people, and had revenues of $1 million (1995 figures).

As pointed out by Carmel and others, time to market in a competitive environment can be crucial. Being
first to market is often a significant advantage. A vendor that is first, even with a very poorly architected,
internally, application often gets to prosper. While there may be costs to pay later, at least the company is
still in business. A later market entrant may have a wonderfully architected product that has scope for future
expansion and minimizes future maintenance costs, but without customers it has no future.

A fundamental problem facing software process improvement is how best to allocate limited resources,
to obtain optimal results. Large-scale systems undergo continuous enhancement and subcontractors may
be called in for periods of time. There are often relatively short release intervals and a fixed amount of
resources. These characteristics prohibit revolutionary changes to a system. Improvements have to be made
in an evolutionary fashion.

Coding guidelines need to be adaptable to these different development environments. Recognizing that
guideline recommendations will be adapted, it is important that information on the interrelationship between
them is made available to the manager. These interrelationships need to be taken into account when tailoring
a set of guideline recommendations.

8.3 Staffing

The culture of information technology appears to be one of high staff turnover!*'°! (with reported annual
turnover rates of 25% to 35% in Fortune 500 companies).

If developers cannot be retained on a project new ones need to be recruited. There are generally more
vacancies than there are qualified developers to fill them. Hiring staff who are less qualified, either in
application-domain knowledge or programming skill, often occurs (either through a conscious decision
process or because the developer’s actual qualifications were not appreciated). The likely competence of
future development staff may need to be factored into the acceptable complexity of source code.

A regular turnover of staff creates the need for software that does not require a large investment in upfront
training costs. While developers do need to be familiar with the source they are to work on, companies
want to minimize familiarization costs for new staff while maximizing their productivity. Source code level
guideline recommendations can help reduce familiarization costs in several ways:

* Not using constructs whose behavior varies across translator implementations means that recruitment
does not have to target developers with specific implementation experience, or to factor in the cost of
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retraining— it will occur, usually through on-the-job learning.

* Minimizing source complexity helps reduce the cognitive effort required from developers trying to
comprehend it.

* Increased source code memorability can reduce the number of times developers need to reread the
same source.

* Visible source code that follows a consistent set of idioms can take advantage of people’s natural
ability to categorize and make deductions based on these categorizes.

Implementing a new project is seen, by developers, as being much more interesting and rewarding that
maintaining existing software. It is common for the members of the original software to move on to other
projects once the one they are working is initially completed. Studies by Couger and Colter'®* investigated
various approaches to motivating developers working on maintenance activities. They identified the following
two factors:

1. The motivating potential of the job, based on skill variety required, the degree to which the job requires
completion as a whole (task identity), the impact of the job on others (task significance), degree
of freedom in scheduling and performing the job, and feedback from the job (used to calculate a
Motivating Potential Score, MPS).

2. What they called an individual’s growth need strength (GNS), based on a person’s need for personal
accomplishment, to be stimulated and challenged.

The research provided support for the claim that MPS and GNS could be measured and that jobs could be
tailored, to some degree, to people. Management’s role was to organize the work that needed to be done so
as to balance the MPS of jobs against the GNS of the staff available.

It is your author’s experience that very few companies use any formally verified method for measuring
developer characteristics, or fitting their skills to the work that needs to be done. Project staffing is often
based on nothing more than staff availability and a date by which the tasks must be completed.

8.3.1 Training new staff

Developers new to a project often need to spend a significant amount of time (often months) building up developer
their knowledge base of a program’s source code.!*!!! One solution is a training program, complete with training
well-documented introductions, road maps of programs, and how they map to the application domain, all
taught by well-trained teachers. While this investment is cost effective if large numbers of people are involved,
most source code is worked on by a relatively small number of people. Also most applications evolve over
time. Keeping the material up-to-date could be difficult and costly, if not completely impractical. In short,
the cost exceeds the benefit.
In practice new staff have to learn directly from the source code. This may be supplemented by documen-
tation, provided it is reasonably up-to-date. Other experienced developers who have worked on the source
may also be available for consultation.

8.4 Return on investment

The risk of investing in the production of software is undertaken in the expectation of receiving a return ROI
that is larger than the investment. Economists have produced various models that provide an answer for the
question: “What return should I expect from investing so much money at such and such risk over a period of
time?”
Obtaining reliable estimates of the risk factors, the size of the financial investment, and the time required
is known to be very difficult. Thankfully, they are outside the scope of this book. However, given the
prevailing situation within most development groups, where nobody has had any systematic cost/benefit
analysis training, an appreciation of the factors involved can provide some useful background.
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Minimizing the total cost of a software product (e.g., balancing the initial development costs against
subsequent maintenance costs) requires that its useful life be known. The risk factors introduced by third
parties (e.g., competitive products may remove the need for continued development, customers may not
purchase the product) mean that there is the possibility that any investment made during development will
never be realized during maintenance because further work on the product never occurs.

The physical process of writing source code is considered to be so sufficiently unimportant that doubling
the effort involved is likely to have a minor impact on development costs. This is the opposite case to how
most developers view the writing process. It is not uncommon for developers to go to great lengths to reduce
the effort needed during the writing process, paying little attention to subsequent effects of their actions;
reports have even been published on the subject.3¢”]

8.4.1 Some economics background
NPV Before going on to discuss some of the economic aspects of coding guidelines, we need to cover some of the
basic ideas used in economics calculations. The primary quantity that is used in this book is Net Present
Value (NPV).
8.4.1.1 Discounting for time
A dollar today is worth more than a dollar tomorrow. This is because today’s dollar can be invested and start

earning interest immediately. By tomorrow it will have increased in value. The present value (PV') of a
future payoff, C, can be calculated from:

PV = discount factorxC 0.3)

where the discountfactor is less than one. It is usually represented by:

discount factor = 0.4

1+7r

where r is known as the rate of return; representing the amount of reward demanded by investors for accepting
a delayed payment. The rate of return is often called the discount rate or the opportunity cost of capital. It is
often quoted over a period of a year, and the calculation for PV over n years becomes:

C

By expressing all future payoffs in terms of present value, it is possible to compare them on an equal footing.

Example (from Raffo*’?!). A manager has the choice of spending $250,000 on the purchase of a test
tool, or the same amount of money on hiring testers. It is expected that the tool will make an immediate
cost saving of $500,000 (by automating various test procedures). Hiring the testers will result in a saving of
$750,000 in two years time. Which is the better investment (assuming a 10% discount rate)?

$500, 000
PV o0 = ————— = $500, 000 0.6
ool ™ (14 0.10)0 5 ©06)
$750, 000
PV jesters = ———— = $619,835 0.7
test (1+0.10)2 $ 07

Based on these calculations, hiring the testers is the better option (has the greatest present value).
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8.4.1.2 Taking risk into account

The previous example did not take risk into account. What if the tool did not perform as expected, what if
some of the testers were not as productive as hoped? A more realistic calculation of present value needs to
take the risk of future payoffs not occurring as expected into account.

A risky future payoff is not worth as much as a certain future payoff. The risk is factored into the discount
rate to create an effective discount rate: k = r + 6 (where r is the risk-free rate and 6 a premium that depends
on the amount of risk). The formulae for present value becomes:

C
PV = 0.8
14k ©8)
Recognizing that both r and 6 can vary over time we get:
L return;
PV = : 0.9
; 14k ©9)

where return; is the return during period .
Example. Repeating the preceding example, but assuming a 15% risk premium for the testers option.

$500, 000
PV ipol = o = , 0.10
V tool (10100 $500, 000 (0.10)
750, 000
PV testers = 8750, = $480, 000 0.11)

(1+0.10 + 0.15)

Taking this risk into account shows that buying the test tool is the better option.

8.4.1.3 Net Present Value

Future payoffs do not just occur, an investment needs to be made. A quantity called the Net Present Value
(NPV) is generally considered to lead to the better investment decisions.!?! It is calculated as:

NPV = PV — investment cost (0.12)

Example (from Raffol*’?!). A coding reading initiative is expected to cost $50,000 to implement. The
expected payoff, in two years time, is $100,000. Assuming a discount rate of 10%, we get:

$100, 000

NPV =
v 1x102

— $50,000 = $32, 645 (0.13)

Several alternatives to NPV, their advantages and disadvantages, are described in Chapter five of Brealey!>?!

and by Raffo.*7! One commonly seen rule within rapidly changing environments is the payback rule. This
requires that the investment costs of a project be recovered within a specified period. The payback period is
the amount of time needed to recover investment costs. A shorter payback period being preferred to a longer
one.
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8.4.1.4 Estimating discount rate and risk

The formulae for calculating value are of no use unless reliable figures for the discount rate and the impact
of risk are available. The discount rate represents the risk-free element and the closest thing to a risk-free
investment is government bonds and securities. Information on these rates are freely available. Governments
face something of a circularity problem in how they calculate the discount rate for their own investments.
The US government discusses these issues in its Guidelines and Discount Rates for Benefit-Cost Analysis of
Federal Programs™® and specifies a rate of 7%.

Analyzing risk is a much harder problem. Information on previous projects carried out within the company
can offer some guidance on the likelihood of developers meeting productivity targets. In a broader context the
market conditions also need to be taken into account, for instance: how likely is it that other companies will
bring out competing products? Will demand for the application still be there once development is complete?

One way of handling these software development risks is for companies to treat these activities in the
same way that options are used to control the risk in a portfolio of stocks. Some very sophisticated models
and formula for balancing the risks involved in holding a range of assets (e.g., stocks) have been developed.
The match is not perfect in that these methods rely on a liquid market, something that is difficult to achieve
using people (moving them to a new project requires time for them to become productive). A number of
researchers!!22436:4%] have started to analyze some of the ways these methods might be applied to creating
and using options within the software development process.

8.5 Reusing software

It is rare for a single program to handle all the requirements of a complete application. An application is often
made up of multiple programs and generally there is a high degree of similarity in many of the requirements
for these programs. In other cases there may be variations in a hardware/software product. Writing code
tailored to each program or product combination is expensive. Reusing versions of the same code in multiple
programs sounds attractive.

In practice code reuse is a complex issue. How to identify the components that might be reusable, how
much effort should be invested in writing the original source to make it easy to reuse, how costs and benefits
should be apportioned are a few of the questions.

A survey of the economic issues involved in software reuse is provided by Wiles.*”!]' These coding
guidelines indirectly address code reuse in that they recommend against the use of constructs that can vary
between translator implementations.

8.6 Using another language

A solution that is sometimes proposed to get around problems in C that are seen as the root cause of many
faults is to use another language. Commonly proposed languages include Pascal, Ada, and recently Java.
These languages are claimed to have characteristics, such as strong typing, that help catch faults early and
reduce maintenance costs.

In 1987 the US Department of Defense mandated Ada (DoD Directive 3405.1) as the language in which
bespoke applications, written for it, had to be written. The aim was to make major cost savings over the
full lifetime of a project (implementation and maintenance, throughout its operational life); the higher
costs of using Ada during implementation*’”! being recovered through reduced maintenance costs over its
working lifetime.!>*! However, a crucial consideration had been overlooked in the original cost analysis.
Many projects are canceled before they become operational.l!!7-421 If the costs of all projects, canceled
or operational, are taken into account, Ada is not the most cost-effective option. The additional cost
incurred during development of projects that are canceled exceeds the savings made on projects that become
operational. The directive mandating the use of Ada was canceled in 1997.1468!

Proposals to use other languages sometimes have more obvious flaws in their arguments. An analysis of
why Lisp should be used!!?! is based on how that language overcomes some of the C-inherent problems,
while overlooking its own more substantial weaknesses (rather like proposing that people hop on one leg as a
solution to wearing out two shoes by walking on two).
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The inability to think through a reasoned argument, where choice of programming language is concerned,
is not limited to academic papers'®'8! (5.3.11 Safe Subsets of Programming languages).

The use of software in applications where there is the possibility of loss of life, or serious injury, is
sometimes covered by regulations. These regulations often tend to be about process— making sure that
various checks are carried out. But sometimes subsets of the C language have been defined (sometimes called
by the name safe subsets). The associated coding guideline is that constructs outside this subset not be used.
Proof for claiming that use of these subsets result in safer programs is nonexistent. The benefit of following o coding
coding guidelines is discussed elsewhere. guidelines

the benefit
8.7 Testability

This subsection is to provide some background on testing programs. The purpose of testing is to achieve coding guidelines
a measurable degree of confidence that a program will behave as expected. Beizer®®! provides a practical testability
introduction to testing.

Testing is often written about as if its purpose were to find faults in applications. Many authors quote
figures for the cost of finding a fault, looking for cost-effective ways of finding them. This outlook can lead
to an incorrectly structured development process. For instance, a perfect application will have an infinite
cost per fault found, while a very badly written application will have a very low cost per fault found. Other
figures often quoted involve the cost of finding faults in different phases of the development process. In
particular, the fact that the cost per fault is higher, the later in the process it is discovered. This observation
about relative costs often occurs purely because of how development costs are accounted for. On a significant
development effort equipment and overhead costs tend to be fixed, and there is often a preassigned number of
people working on a particular development phase. These costs are not likely to vary by much, whether there
is a single fault found or 100 faults. However, it is likely that there will be significantly fewer faults found in
later phases because most of them will have been located in earlier phases. Given the fixed costs that cannot
be decreased, and the smaller number of faults, it is inevitable that the cost per fault will be higher in later
phases.

Many of the faults that exist in source code are never encountered by users of an application. Examples
of such faults are provided in a study by Chou, Yang, Chelf, Hallem, and Engler’?! who investigated the
history of faults in the Linux kernel (found using a variety of static analysis tools). The source of different
releases of the Linux kernel is publicly available (for this analysis 21 snapshots of the source over a seven
year period were used). The results showed how faults remained in successive releases of code that was used
for production work in thousands (if not hundreds of thousands) of computers. The average fault lifetime,
before being fixed, or the code containing it ceasing to exist was 1.8 years.

The following three events need to occur for a fault to become an application failure:

1. A program needs to execute the statement containing the fault.
2. The result of that execution needs to infect the subsequent data values, another part of the program.

3. The infected data values must propagate to the output.

The probability of a particular fault affecting the output of an application for a given input can be found by
multiplying together the probability of the preceding three events occurring for that set of input values. The
following example is taken from Voas:*3?

#include <math.h>
#include <stdio.h>

void quadratic_root(int a, int b, int c)
/+*
+« If one exists print one integral solution of:
axA2 + bx + ¢ =0
*/
{

© ® 9 U AW —
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int d,
X;

if (a != 0)
{

d=(b *b) - (5+*a=c); /+ Fault, should multiply by 4.

if (d < 0)
x = 0;
else
x = (sqrt(d) / (2 = a)) - b;
}
else
x = -(c / b);

if ((a+*x+*x+b=*x+c)==0)

printf("%d is an integral solution\n", X);

else

printf("There is no integral solution\n");

}

Execution of the function quadratic_root has four possibilities:

0, 10)).

. The fault is not executed (e.g., quadratic_root(0, 3, 6)).

+/

. The fault is executed but does not infect any of the data (e.g., quadratic_root(3, 2, 0)).

. The fault is executed and the data is infected, but it does not affect the output (e.g., quadratic_root (1,
-1, -12)).

. The fault is executed and the infected data causes the output to be incorrect (e.g., quadratic_root (10,

This program illustrates the often-seen situations of a program behaving as expected because the input values
used were not sufficient to turn a fault in the source code into an application failure during program execution.

Testing by execution examines the source code in a different way than is addressed by these coding

guidelines. One looks at only those parts of the program (in translated form) through which flow of control
passes and applies specific values, the other examines source code in symbolic form.

A study by Adams!?! looked at faults found in applications over time. The results showed (see Table 0.1)

that approximately one third of all detected faults occurred on average every 5,000 years of execution time.

Only around 2% of faults occurred every five years of execution time.

37

Product 19 60 190 600 1,900 6,000 19,000 60,000
1 0.7 12 21 5.0 10.3 17.8 28.8 34.2
2 07 15 32 45 9.7 18.2 28.0 34.3
3 04 14 28 65 8.7 18.0 28.5 33.7
4 01 03 20 44 11.9 18.7 28.5 34.2
5 0.7 14 29 44 9.4 18.4 28.5 34.2
6 03 08 21 5.0 11.5 20.1 28.2 32.0
7 06 14 27 45 9.9 18.5 28.5 34.0
8 11 14 27 65 11.1 18.4 271 31.9
9 00 05 19 56 12.8 20.4 27.6 31.2

vl

Table 0.1: Percentage of reported problems having a given mean time to first problem occurrence (in months, summed over all
installations of a product) for various products (numbered 1 to 9), e.g., 28.8% of the reported faults in product 1 were, on average,
first reported after 19,000 months of program execution time (another 34.2% of problems were first reported after 60,000 months).
From Adams.?!
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8.8 Software metrics

In a variety of engineering disciplines, it is possible to predict, to within a degree of uncertainty, various
behaviors and properties of components by measuring certain parameters and matching these measurements
against known behaviors of previous components having similar measurements. A number of software
metrics (software measurements does not sound as scientific) are based on the number of lines of source code.
Comments are usually excluded from this count. What constitutes a line is at times fiercely debated.!**¢! The
most commonly used count is based on a simple line count, ignoring issues such as multiple statements on
one line or statements spanning more than one line.

The results from measurements of software are an essential basis for any theoretical analysis.['?®! However,
some of the questions people are trying to answer with measurements of source code have serious flaws in
their justification. Two commonly asked questions are the effort needed to implement a program (before it is
implemented) and the number of faults in a program (before it is shipped to customers). Fenton attempted to
introduce a degree of rigour into the use of metrics.['?412]

The COCOMO project (COnstructive COst Model, the latest release is known as COCOMO 1I) is a
research effort attempting to produce an Open Source, public domain, software cost, effort, and schedule for
developing new software development. Off-the-shelf, untuned models have been up to 600% inaccurate in
their estimates. After Bayesian tuning models that are within 30% of the actual figures 71% of the time have
been built.[3! Effort estimation is not the subject of this book and is not discussed further.

These attempts to find meaningful measures all have a common goal — the desire to predict. However,
most existing metrics are based on regression analysis models, they are not causal models. To build these
models, a number of factors believed to affect the final result are selected, and a regression analysis is
performed to calculate a correlation between them and the final results. Models built in this way will depend
on the data from which they were built and the factors chosen to correlate against. Unlike a causal model
(which predicts results based on “telling the story”,l'?*! there is no underlying theory that explains how these
factors interact. For a detailed critique of existing attempts at program defect prediction based on measures
of source code and fault history, see Fenton.[1?4

The one factor that existing fault-prediction models ignore is the human brain/mind. The discussion
in subsequent sections should convince the reader that source code complexity only exists in the mind of
the reader. Without taking into account the properties in the reader’s mind, it is not possible to calculate a
complexity value. For instance, one frequently referenced metric is Halstead’s software science metric, which
uses the idea of the volume of a function. This volume is calculated by counting the operators and operands
appearing in that function. There is no attempt to differentiate functions containing a few complex expressions
from functions containing many simple expressions; provided the total and unique operand/operator count is
the same, they will be assigned the same complexity.

9 Background to these coding guidelines

These coding guidelines are conventional, if a little longer than most, in the sense that they contain the usual
exhortation not to use a construct, to do things a particular way, or to watch out for certain problems. They
are unconventional because of the following:

* An attempt has been made to consider the impact of a prohibition— do the alternatives have worse
cost/benefit?

» Deviations are suggested— experience has shown that requiring a yes/no decision on following a
guideline recommendation can result in that recommendation being ignored completely. Suggesting
deviations can lead to an increase in guideline recommendations being followed by providing a safety
valve for the awkward cases.

* Economics is the only consideration— it is sometimes claimed that following guideline recommenda-
tions imbues software with properties such as being better or safer. Your author does not know of any
way of measuring betterness in software. The case for increased safety is discussed elsewhere.

January 30, 2008 vl

. metrics
introduction

COCOMO

coding guidelines
background to

o0 coding
guidelines
the benefit

38



_ Introduction 9 Background to these coding guidelines

* An attempt has been made to base those guideline recommendations that relate to human factors on

cognitive o the experimental results and theories of cognitive psychology.

psychology

The wording used in these guideline recommendations is short and to the point (and hopefully unambiguous).
It does assume some degree of technical knowledge. There are several ISO standards!!8%1°!! dealing with
the wording used in the specification of a computer language. The principles of designing and documenting
procedures to be carried out by others are thoroughly covered by Degani and Wiener.[*®!

It is all very well giving guideline recommendations for developers to follow. But, how do they do their
job. How were they selected? When do they apply? These are the issues discussed in the following sections.

9.1 Culture, knowledge, and behavior

culture of C Every language has a culture associated with its use. A culture entails thinking about and doing certain
things in a certain way.!*?®! How and why these choices originally came about may provide some interesting
historical context and might be discussed in other sections of this book, but they are generally not relevant to
Coding guideline sections.

Culture is perhaps too grand a word for the common existing practices of C developers. Developers are
overconfident and insular enough already without providing additional blankets to wrap themselves in. The
term existing practice is both functional and reduces the possibility of aggrandizement.

Existing practices could be thought of as a set of assumptions and expectations about how things are done
(in C). The term C style is sometimes used to describe these assumptions and expectations. However, this
term has so many different meanings, for different developers, in different contexts, that its use is very prone

coding o to misunderstanding and argument. Therefore every effort will be made to stay away from the concept of
guidelines  style in this book.

codna suie In many ways existing practice is a meme machine.*’) Developers read existing code, learn about the
ideas it contains, and potentially use those ideas to write new code. Particular ways of writing code need not
be useful to the program that contains them. They only need to appear to be useful to the developer who
writes the code, or fit in with a developer’s preferred way of doing things. In some cases developers do not
thoroughly analyze what code to write, they follow the lead of others. Software development has its fads and

fashions, just like any other information-driven endeavor.4®!

Before looking at the effect of existing practice on coding guidelines we ought to ask what constitutes
existing practice. As far as the guideline recommendations in this book are concerned, what constitutes
existing practice is documented in the Usage subsections. Developers are unlikely to approach this issue in
such a scientific way. They will have worked in one or more application domains, been exposed to a variety

neasUre-0 of source code, and discussed C with a variety of other developers. While some companies might choose to
ments  tune their guidelines to the practices that apply to specific application domains and working environments,
the guideline recommendations in this book attempt to be generally applicable.
implicit learning Existing practices are not always documented and, in some cases, developers cannot even state what they
are. Experienced developers sometimes use expressions such as the C way of doing things, or I feel. When
asked what is meant by these expressions, they are unable to provide a coherent answer. This kind of human
behavior (knowing something without being able to state what it is) has been duplicated in the laboratory.

* A study by Lewicki, Hill and Bizot?*?) demonstrated the effect of implicit learning on subjects
expectations, even when performing a task that contained no overt learning component. In this study,
while subjects watched a computer screen a letter was presented in one of four possible locations.
Subjects had to press the button corresponding to the location of the letter as quickly as possible. The
sequence of locations used followed a consistent, but complex, pattern. The results showed subjects’
response times continually improving as they gained experience. The presentation was divided into 17
segments of 240 trials (a total of 4,080 letters), each segment was separated by a 10-second break. The
pattern used to select the sequence of locations was changed after the 15th segment (subjects were not
told about the existence of any patterns of behavior). When the pattern changed, the response times
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immediately got worse. After completing the presentation subjects were interviewed to find out if they
had been aware of any patterns in the presentation; they had not.

A study by Reber and Kassin!*’%! compared implicit and explicit pattern detection. Subjects were letter patterns
asked to memorize sets of words containing the letters P, S, T, V, or X. Most of these words had been ~ ™MPlicit/earmning
generated using a finite state grammar. However, some of the sets contained words that had not been

generated according to the rules of this grammar. One group of subjects thought they were taking part

in a purely memory-based experiment; the other group was also told to memorize the words but was

also told of the existence of a pattern to the letter sequences and that it would help them in the task if

they could deduce this pattern. The performance of the group that had not been told about the presence

of a pattern almost exactly mirrored that of the group who had been told on all sets of words (pattern

words only, pattern plus non-pattern words, non-pattern words only). Without being told to do so,

subjects had used patterns in the words to help perform the memorization task.

* A study carried out by Berry and Broadbent!*? asked subjects to perform a task requiring decision
making using numerical quantities. In these experiments subjects were told that they were in charge
of a sugar production factory. They had to control the rate of sugar production to ensure it kept at
the target rate of 9,000 tons. The only method of control available to them was changing the size of
the workforce. Subjects were not told anything about the relationship between the current production
rate, the number of workers and previous production rates. The starting point was 600 workers and an
output rate of 6,000 tons. Subjects had to specify the number of workers they wished to employ and
were then told the new rate of production (interaction was via a terminal connected to a computer).
At the end of the experiment, subjects had to answer a questionnaire about the task they had just
performed. The results showed that although subjects had quickly learned to keep the rate of sugar
production close to the desired level, they were unable to verbalize how they achieved this goal.

The studies performed by these and other researchers demonstrate that it is possible for people to perform
quite complex tasks using knowledge that they are not consciously aware of having. By working with other
C developers and reading existing C source code, developers obtain the nonverbalized knowledge that is part
of the unwritten culture of C. This knowledge is expressed by developers having expectations and making
assumptions about software development in C.

Another consequence of being immersed within existing practice is that developers use the characteristics
of different entities to form categories. This categorization provides a mechanism for people to make
generalizations based on relatively small data sets. A developer working with C source code which has
been written by other people will slowly build up a set of assumptions and expectations of the general
characteristics of this code.

A study by Nisbett, Krantz, Jepson and Kunda®?! illustrates peoples propensity to generalize, based on
past experience. Subjects were given the following scenario. (Some were told that three samples of each
object was encountered, while other subjects were told that 20 samples of each object was encountered.)

Imagine that you are an explorer who has landed on a little-known island in the Southeastern Pacific.
You encounter several new animals, people, and objects. You observe the properties of your "samples"”
and you need to make guesses about how common these properties would be in other animals, people,
or objects of the same type:

1. suppose you encounter a new bird, the shreeble. It is blue in color. What percent of all shreebles
on the island do you expect to be blue?

2. suppose the shreeble you encounter is found to nest in a eucalyptus tree, a type of tree that is fairly
common on this island. What percentage of all shreebles on the island do you expect to nest in a
eucalyptus tree?
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Figure 0.9: Percentage of population estimated to have the sample property against the number of cases in the sample. Adapted
from Nisbett.[323

3. suppose you encounter a native, who is a member of a tribe called the Barratos. He is obese. What
percentage of the male Barratos do you expect to be obese?

4. suppose the Barratos man is brown in color. What percentage of male Barratos do you expect be
brown (as opposed to red, yellow, black, or white)?

5. suppose you encounter what the physicist on your expedition describes as an extremely rare
element called floridium. Upon being heated to a very high temperature, it burns with a green
flame. What percentage of all samples of floridium found on the island do you expect to burn
with a green flame?

6. suppose the samples of floridium, when drawn into a filament, is found to conduct electricity. What
percentage of all samples of floridium found on the island do you expect to conduct electricity?

The results show that subjects used their knowledge of the variability of properties i